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The Director of Central Inteiligence

-E.nocutive Registry

=722

Washington. D.C. 20505

OGC 80-07410

Honorable Edmund S. Muskie
Secretary of State
Washington, D.C. 20520

Dear Ed:

When we met on 16 July 1980 one of the topics we discussed was the
proposed uniform nondisclosure agreement that would be part of the new
APEX Security System. You indicated that you had concerns about what
you viewed to be the broad reach of the pre-publication review, based on
your lawyers' interpretation of the draft agreement.

Subsequent to that meeting I asked my General Counsel, Dan Silver,
to get together with Bob Owen and try to iron this matter out. Dan
reports to me that he and members of his.staff have worked with Owen and
others in his office and reached agreement on revisions in the language
of the agreement; these make clear that the scope of the pre-publication
review is much narrower than you had been informed previously.

Accordingly, I have decided to promulgate the agreement in the
revised form. Enclosed is a memorandum I will be sending shortly to the
members of the NFIB for this purpose. I recognize in doing so that the
nondisclosure agreement may not be entirely satisfactory to everyone
affected by it, but it seems unlikely that universal satisfaction ever
can be achieved on a subject like this. The President has directed me
to implement the new APEX system and I feel it inportant that we do so
in a timely and effective fashion that will make it clear to the Congress
and other observers that the Executive Branch is indeed serious about
protecting sensitive intelligence source and method information from
unauthorized disclosure. In view of our discussions, I did want to tell
you of the action I am taking and to assure you that significant changes
to the agreement were made to meet your concerns.

Yours,
STANSFIELD TURNER
Enclosure

Unclassified When
Separated from Enclosure o

GEHFIBENTIAL
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NATIONAL FOREIGN INTELLIGENCE BOARD

” Executive Rggisuglf
X0 -7 750[T]

MEMORANDUM FOR NATIONAL FOR}éIGN INTELLIGENCE  BOARD

SUBJECT: APEX Nondisclosure Agreement

1. This memorandum distributes for your information the uniform
Nondisclosure Agreement required by Paragraph 16c of the APEX Security
Policy Manual for Government as a prerequisite for access to Sensitive
Compartmented Information (SCI) under the APEX Control System. I rec-
ognize that the attached text is the result of a series of compromises
and does not, consequently, meet the individual preferences of each NFIB
Agency or Department. I believe, nevertheless, that it contains those
elements necessary to comply with the President's exhortation that 'We
might tighten our controls on sensitive intelligence information." ©

" 2. I am aware that for various reasons the several NFIB organiza-
tions have been unable to agree on a single repository for NdAs. I
accept that conclusion, but it imposes some clear requirements on each
NFIB Agency and Department:

-- To fulfill its function, each NdA must
be held as long as its signer is
physically capable of violating it;
that is, while the signer lives.
Retention, then, must cover the reasonable
life expectancy of the population in
volved.

-- Each Department or Agency must provide
for this retention in records control
schedules approved by the Archivist of
the United States. If the NdA is to be
held in other than paper form, e.g.,
in microform, it must be produced and
maintained in accordance with Federal
Property Management Regulations
(41 C.F.R. 101-11).

-- Each Department or Agency must be able to
guarantee, without delay, the existence of
the NdA to other concerned organizations,
especially the Department of Justice.

CONFIDENTIAL

25X1
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I would like each NFIB organization to advise the APEX Control Staff
when steps have been taken to fulfill these requirements. (C)

3. Printed stocks of the NdA will be available through the APEX
Steerlng Group. A set of "Questions and Answers,' covering the implica-
tions of the Agreement as a whole and its several paragraphs, will be
distributed shortly via the APEX Steering Group for use by persons
conducting the APEX conversions and subsequent SCI indoctrinations. If
uncertainties remain after reviewing these explanations, additional
guidance can be requested from my legal staff or the APEX Steering
Group

4. Please note that when printed the NdA will fit on one page
(both sides). It is approximately the same length as the Secrecy
Agreement (Form 4066) that it will replace. (U)

STANSFIELD TURNER

Chairman
Attachment:
Nondisclosure Agreement
\
-2-
CONFIDENTIAL
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"and the United. Sta.tes'

‘An Agre'ement Betwee_n '

- l.ﬂ;‘, Intend:.ng to be legally bou.nd, I hereby accept the ":'_ . -
'obllgatlons contalned in th:n.s Agreement in co*xs:.deratlon oﬁ - ARSI

otected w:.th:.n the =

my belng granted access to 1nformat:z.on pPx
) APBX Spec1al Access Control System, herelnafter referred to

:Ln th:.s Agreement as Sens:.t:z.ve Comoartnented Informatlon.”

‘. .

o A‘have been adv1sed that Sens:.tz.ve Compartmented Infornat:.on

protected w:.th:r..n the APEX system 1nvolves or der:!.ves from

"'4-).1nte" 1J.gence sources or methods wh:.ch the DJ.rector of Cent:r:al.

‘.Intelllgence has 'ithe resnons:.b:.l:.ty to protect and lS

':"-?'.classz.fz.ed or class:.fn.able under the standards of E)secut:r.ve

" : Order 12065 or other Executlve order or statute_ ' I understand.
- i _"’\ A

- and accept that by belng granted access to Sens:l.t:l.ve Comnartmented '

- R -\

-
- % r

- f":‘jf_':;[nfomatlon specz.al confldence and trust sha}.l be placed J.n .

'--.:"-_“me by the Un:.ted States Government- - "f‘:ff

2 -ﬂ I hereby acknowledge that I have r-ece:z.ved a securlty

‘.'s'- :
L e ./~, .
"

J.ndoctr:x.natlon concernz.ng the nature and protec..lon of

EECIPPNEE

- :_j_fSensz.tz.ve Compartmented Infornat:.on, 1nclud1ng the procedures_ .

. -

to be followed J.n ascer‘-alnlng whether other perso-xs to whorn

X contemplate d:.sclosa.ng thls 1nfornatlon have- been approved B

‘for access to J.t, and I understand these procedures- I under«

Form 4165 . .
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upon.belng granted access to each category of Sensitive _
'Compartmented Informatlon w1th1n the APEX SPEClal Access
Control System- I further understand that all ny obllgatlons
under this Agreement contlnue to exist w1th respect to such -

.categorles whether or not’ I 'am requlred to 51gn such an »:”;i P

acknowledgment.g”

'f3} I have been advrsed that dlrect or 1nd1rect unautho~;{fff”~

'~¢Irlzed dlsclosure, unauthorlzed retentlon or negllgent i
"S'handllng of Sensrtlve Compartmented Informatlon by me could
"5Icause 1rreparable 1njury to the Unlted States or be used to

E advantage by a forelgn natlon. I hereby agree that I w111

-never-dlvulge such 1nformat10n to anyone who 1s not authorlzedhﬂ

'Ato recelve 1t w1thout prlor wrltten authorlzatlon from the
'Unlted.States Government department or'agency (herelnafter
’I‘ Department or Agency) whlch last authorlzed my access tc'
.:fSenSLtlve Compartmented Informatlon. I further understand
that I am obllgated by law and regulatlon not to dlsclosef
fbfany ClaSSlfled lnformatlon 1n an unauthorlzed fashlono
4.. In con51derat10n of belng granted access to Sen51t1ve
:_Comnartmented Informatlon and of belng a551gned or retalned l"
in a p051t10n of specmal confldence and trust requlrlng access
"_to Sen51t1ve Compartmented Informatlon, I hereby agree to o |
submlt for securlty rev1ew by ‘the Department or Agency whrch

last authorlzed my access to such lnformatlon, all 1nformatlon o

oxr materlals, 1nclud1ng works of fiction, which contaln any -

" Approved For. Release 2002/08/28 :"C|A-RDP_81'Boo_401Rodz3ob3960621}i{t.f't;f:;" SRR




e—_____————————------—------------lIlIIIIIlllllllllllllllllllll.

"mentlon Apriqyved For Belease 2002108628 : mRmPBilaenmq:RMMngmﬁ@nsnlve

Compartmented Informatlon or which contain data derlved from

Sen51t1ve Compartmented Informatlon, that.I contemplate-

dlSClOSlng to any person not authorlzed to have access to

'Sen51t1ve Compartnented Informatlon or Wthh I have prepared for ~;

publlc dlsclosure.. I understand and agree that my obllgatlon to

'submlt such 1nformatlon and materlals for rev1ew applles durlng

_ the course of my access to Sen51t1ve Compartmented Infornatlon fﬁf

"3and thereafter, and I agree to make any requlred subm1531ons s

"ﬁ'prlor to dlscu551ng the 1nformatlon or materlals w1th, or

"showlng them to, anyone who 1s not authorlzed to have access to

"’{}Sensrtlve Compartmented Informatlon." I further agree that I w111~

Vnot dlsclose such 1nformatlon or materlals to any person not

ve Compartmented Informatlon

'authorlzed to have access to sen51t1

':untll I have recelved wrltten authorlzatlon from,the Department

. or Agency that last authorlzed my access to SenSLtLve Compartmented';:

-TiInformatlon that such dlsclosure 1s permltted-ag;
5._ I understand that the purpose of the rev1ew descrrbed

1n paragraph 4 1s to glve thc Unlted States a reasonable-

.’opportunlty to determlne whether the- lnformatlon or materlals

'_submltted pursuant to paragraph 4 set forth any Sen51t1ve

'Compartmented Informatlon- I further understand that the E?iiz

fDepartment or Agency to whlch I have submltted materlalsff

IWLll act upon them, coordlnatlng within the Intelllgencel,;fgﬂi

Comwunlty when approprxate; and make a response to me w1th1n'fg”h

a reasonable tlme, not to exceed 30 working days from date of T*Q:;q

' recexpt.

3
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6. I have been adv1sed-that any breach\of thls Agreenent
nay result in the termlnatlon of my access to Sen51t1ve
Compartmented Informatlon and retentlon in a posrtlon of

.spec1al confidence and trust requlrlng such access, as well

as the termlnatlon of my. employment or other relatronshlps'*

w1th any Department or Agency whxch provxdes me w1th access i

to Sen51t1ve Compartmented Informatlon.v In addltlon, I have =
been adv1sed that any unauthorlzed dlsclosure of Sensrtlve.
Compartmented Informatlon by nebmay constltute v1olat10ns of;-
Unlted States crlmlnal 1aws, 1nclud1ng the prov1510ns of
:SectJ.ons 793 794 798 and 952A Title 18 Unlted States ‘
‘Code,_and of Sectlon 783(b), Tltle 50 Unlted States Code.~
'jNothlng 1n thls Agreement constltutes a walver by the Unlted:_
'States of the rlght to prosecute e for any statutory v101at10n,4

7- 'I understand that the Unlted States Government may ft

seek any remedy avallable to 1t to enforce thls Agreement
71nclud1ng, but not llmlted to, appllcatlon for a court order
prohlbltlng dlsclosure of 1nformatlon 1n breach of thlS

Agreement. I have been adVLSed that the actlon can be};

;brOught agalnst me 1n ~any of the several approprlate Unlted tif
States Dlstrlct Courts where the Unlted States Government '7“"
- may elect to flle the actlon.3 Court costs and reasonableff}hri
'attorneys fees 1ncurred by the Unlted States Government may
be assessed agarnst me lf I lose such aCtlon;>’ : e

\

T,S-\ I understand that a1l lnformatlon to which 1 may

obtaln access by 51gn1ng thlS Agreement is now and w111 -”f

-~ . - . EEE
- . Iy

. ) B ~‘ .- w .. . A_'_. .» . ) 4 ' T. - , L _AA:"?:::.-_\A_'..::.:'-
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forever remain the property of the Unlted States Government.

I do not now, nor will I ever, possess any rlght, interest,
title,‘or claim whatsoever to such information- I agree

that X shall returnhall materials which may have'come into’
my possessron or for which I am responSLble because of such

- .
. -

access, upon demand by an authorlzed representatlve of the

Unlted States Government or upon the concluslon of my employment'ﬁ*7

or other relatlonshlp w1th the Unlted States Government ef"'

“'entlty'prov1d1ng me access to such materlals.; If I do not
freturn such materlals upon request, I understand thls may be f’t“

"a v1olatlon of Sectlon 793 Tltle 18 Unlted States Code,4

Unlted States crlmlnal law;:
»'Q9-g Unless and untll I am released in wrltlng by an
‘authorlzed representatlve of the Department or- Agency whlch 1
last provxded me w1th access ‘to Sensrtlve Compartmented S
Informatlon, I understand that all the condltlons and obllgatlons't
‘h;mposed upon.me by thls Agreement apply durlng the tlme I am_jaﬂﬁ:
: “granted access to Sensitive Compartmented Informatlon, and ;;L
at all tlmes thereafter-';v:vf-An »r'jg';~.gf;57;‘i; ﬁ“5 o
.“;19.1 Each prOV1510n of thls Agreement is severable., If

a court should find any provxslon of thls Agreement to be'?”:”

,unenforceable, all other prOVlSlonS of thlS Agreement shall jf;:?f;_}.ﬁ

remain in full force and effect. ThlS Agreement concerns :

Sensxtlve Compartmented Informatlon and does not set forth

such other conditions and obligations not related to Sen51t1ve o

A
Ay

-\

o o msrTApproved For Release 2002/08/28 | CIA-RDP81B00401R002300390004-4 o i i ___
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Compartmented Informatlon as may now or hereafter pertaln to
my employment by or aSSLgnment oxr relatlonshlp with the o

Department or Agency-.

.211. I have read thls Agreement carefully and my questlons,.5;L;

o

if any, have been answered to my satlsfactlon. I acknowledge _fff7ﬂ3_;f

that the brleflng offlcer has made avallable Sectlons 793,

g 794 798 and 952 of TJ.tle 18 Un:l.ted States Code, and'

'TSectlon 783(b) of Tltle 50, Unlted States Code, and Executlve

Order 12065, as amended,'so that I may read them at thls:

- tlme, 1f I so choose.

"fiz I hereby a551gn to the Unlted States Government

remunerations

‘fall rlghts, tztle and 1nterest, and all royaltles,

,‘»1and emoluments that have resulted, w111 result or mayhresult

,from any dlsclosure, publlcatlon or’revelatlon not consxstent:

"w1th the terms of thlS Agreement.-

c =L

'{§}. 13._ I make thls Agreement w1thout any mental reservatlon

1f.jf;or purpose of eva51on. ﬂ

: Signature "y

' Social Security Number
(See Notlce Below) N

Date

-,,;'

* Approved For Rélease 2002/08/28 : CIAfRDP81B00401R002300390004:4. -~ ©"" "=~/

\




Approved For Release 2002/08/28 : CIA-RDP81B00401R002300390004-4

The execution of this Agreement was witnesse@d by the undexr—
signed who accepted it on behalf of the United States -
Government as a prior condition of access to SenSLtlve‘

Compartmented Informatlon- - - - : S -

WITNESS AND ACCEPTANCE: = .

| Signature - T " Grganization T

Printed Name/SSN:(See th;ce_Belowle; _ ﬂ »»L':f;Date‘ Ny f N _:;.: -

NOTICE

, The Prlvacy Act, 5 U S C 552a, requlres that federal
agencies inform individuals, at the time information is »;:-fﬂ e
- solicited from them, whether the disclosure is mandatory or . . .-
voluntary, by what authority such information is solicited, s
.. and what uses will be made of the information.  You are Q.T;f
" hereby advised that authority for soliciting your Social .~./: (7.3 =7
. Security Account Number (SSN) is Executive Order 9397. ,Yourif<"ﬁ'~iﬁﬁ
SSN will be used to identify you precisely when it is = .. .70 o N
necessary to certify that you have access to the 1nformat10n’]A'f
- indicated above. While your disclosure of SSN is not mandato:y,
your failure to do so may delay the pIOCESSlng of such S o
certlflcatlon- : L R R

P
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